[.aw Enforcement Tier 2 Resources

a) Analytical Intelligence CI/KR Team
b) Canine Teams

c) Credentialing Team

d) Cyber Crimes Team

e) Forensic Services Unit Team

f) Major Case Investigation Team

g) Maritime Search and Rescue Team
h) Mounted Unit

i) Tactical Intelligence Team

j) Temporary Detention Facility



RESOURCE: ANALYTICAL INTELLIGENCE TEAM

CATEGORY:  |Law Enforcement KIND: Teams
MINIMUM CAPABILITIES: TYPE | TYPE Il TYPE Il TYPE IV OTHER
Component | Metric
Personnel 10 Intelligence ¥ Analysts and [Steady State
Analysts. 1 Supervisor.  [Operations:
4 PaCIC P PaCIC 4 Analysts and
Members. Imembers. 1 Supervisor.
9 Department 2 DWC 1 PaCIC
Watch Center Members. Member.
DWC)
members. Same partners |1 DWC
as Type 1 Member.
10+ Federal,
State, and Local Fusion Center
fusion center Partners as
partners. needed.
Equipment Analytical Same as Type | [Same as Type |
ntelligence x
Systems — over
50 databases.
DWC data
kystems and
Situational
Awareness (SA)
communications
capabilities.
raining Required Same as Type | [Same as Type |
training for
analysts and for
DWC personnel
COMMENTS: 1) Federal, State, and Local LE need to feed information to PaCIC when terror related.

2) PaCIC personnel need to co-locate with the Incident Commander during Type | and Il

incidents.

3) Designate a DWC member o co-locate with EOC personnel at PEMA during disaster

related incidents.

4) No statewide standardized intelligence training for civilian analysts.

Under all circumstances; Communications must occur between the requesting agencies
and providing agencies to discuss the scope of the assets

requested.




RESOURCE: CANINE TEAMS — LAW ENFORCEMENT

patrol, tracking & trailing, etc.)

See TSA, ATF, NAPWADA, USPCA websites for information on dog certifications.

CATEGORY: |Law Enforcement | KIND: | Teams
MINIMUM CAPABILITIES: TYPE I TYPE Il TYPE lll TYPE IV OTHER
Component | Metric
Personnel Maintain a Maintain a PSP
national certification (dog
certification (doggnd handler).
and handler).
Equipment \Vehicles Same as Type |
specially
equipped for
dogs
Training Mission specific [Same as Type |
pquipment and
fraining aids
COMMENTS: | Different types of certification, depending upon the type of working dog (bombs, drug sniffing,

Under all circumstances: Communications must occur between the requesting agencies

and providing agencies to discuss the scope of the assets
requested.




RESOURCE: CREDENTIALING TEAM

ICATEGORY: |Law Enforcement KIND: [ Teams
MINIMUM TYPE I TYPE Il TYPE lll TYPE OTHER
ICAPABILITIES: v
Component Metric
Personnel 12 Personnel: 7 Personnel: 5 Personnel:

1 Team Leader, 1 Team 1 Team Leader/AHJ

1 AHJ Liaison, | eader/AHJ _iaison,

5 Equipment |_iaison, P Equipment

Operators, 3 Equipment Operators,

5 Scribes or Operators, P Scribes or

Screeners 3 Scribes or Screeners

Screeners

Training Competency in credentialing equipment; competency in

yunning criminal histories; NIMS/ICS appropriate for position

Equipment Equipment capable of creating custom-made identification
kcards specific to the incident with photographic and multiple
Kata components; Internet access to check criminal history of]
personnel to be credentialed; Cellular communications
equipment; Personal supplies.
NOTE:
Type | - supplies to issue up to 1,000 ID cards.
Type Il - supplies to issue up to 500 ID cards.
Type Il - supplies to issue up to 100 ID cards.
COMMENTS: | The Credentialing Team will provide SCTF Region LE Agencies with the capability to issue

incident-specific Identification cards/credentials. The team will aid the Agency Having
Jurisdiction (AHJ) by creating and issuing appropriate incident credentials for all personnel
assisting with the incident. When conducive to operations, the team will also conduct
personnel checks of those responding to the incident, if there Is on-site electronic access for
such checks.

The Team will respond to suspected acts of terrorism, criminal mass casualty events or
attempts of same, and will integrate with the command structure organized by the AHJ.

The Team will also assist post incident through maintenance of records of all issued
credentials, and will recover such credentials during demobilization.

The Team should be able to assemble and respond within 2 hours and arrive within the area
of operations within 4 hours. With appropriate relief periods, the Team should be prepared
to be mobilized for up to 96 hours.

NOTE: Personal supplies refer to supplies to be able to self-sustain for 24 hours —
hydration, food, personal care and clothing.

Under all circumstances: Communications must occur between the requesting agencies
and providing agencies to discuss the scope of the assets
requested.




RESOURCE: CYBER CRIMES TEAM

ICATEGORY:

|Law Enforcement

[ KIND: | Teams

MINIMUM CAPABILITIES:

TYPE |

Component | Metric

TYPE Il

TYPE Il

TYPE IV

OTHER

Personnel

Statewide
Incident:

35 total Unit
Personnel:

22 sworn
officers and 13
Civilian. (All
trained Forensic
IExaminers)

Area Incident:

6-7 Unit
Personnel (Mix
of Investigators
or Civilian
Examiners)

| ocalized
ncident:

1-2 Unit
Personnel (Mix
bf Investigators
or Civilian
Examiners)

Equipment

Two Mobile Forensic Labs available for
Commonwealth Deployment.

Wide range of software and equipment used for
examination of digital evidence.

Training

Various levels (Intermediate to Advanced) of
Forensic Training for the examination of digital
evidence and computer related crimes.

COMMENTS:

requested.

Under all circumstances: Communications must occur between the requesting agencies
and providing agencies to discuss the scope of the assets




RESOURCE: FORENSIC SERVICES UNIT TEAM

ICATEGORY:

| Law Enforcement

| KIND: | Teams

MINIMUM CAPABILITIES:

TYPEI

Component

Metric

TYPE Il

TYPE Il

TYPE IV

OTHER

Personnel

3 to 5 members
for large-scale
event (a Full
Troop FSU
response — FSU
compliment
varies by Troop)

? members for
an extensive
crime scene
(Homicide)

1 member for a
common crime
Ecena (Burglary)

Equipment

Vehicle
equipped with
Bll standard
forensics related
equipment, plus
additional
Imission specific
equipment
Felevant to the
bvent/scene

Same as Type |

\Vehicle
equipped with all
standard
forensics related
equipment.

Training

I-orensics
Felated training
to include but
hot limited to:
"Crime Scene
Photography
*Crime Scene
Investigation
*Evidence
Handling and

Collection

Same as Type |

Same as Type |

COMMENTS:

Under all circumstances: Communications must occur between the requesting agencies
and providing agencies to discuss the scope of the assets

requested.




RESOURCE: MAJOR CASE INVESTIGATIVE TEAM

CATEGORY:

[Law Enforcement [ KIND: | Teams

MINIMUM CAPABILITIES: TYPE | TYPE Il TYPE Ill TYPE IV OTHER

Component

Metric

Personnel

00 Personnel |15 Personnel  [10 Personnel

1 Cl 1 Cl 1 Cl
Commander Commander/ Commander/

1 AHJ Liaison [AHJ Liaison IAHJ Liaison

4 Cl Supervisors3 Cl 2 Cl Supervisors
[12 Criminal Supervisors 6 Criminal
nvestigators P Criminal nvestigators

2 Scribe or Data [nvestigators Scribe or Data
Entry — Civilian P Scribe or DataEntry — Civilian
pr Sworn Entry — Civilian pr Sworn

pr Sworn

Training

Current Criminal Investigative Techniques;
nterview & Interrogation; Evidence Identification &
Collections; NIMS/ICS appropriate for position

Equipment

Case tracking management capabilities to take,
track and assign leads and case or investigative
brogress; evidence identification and collection
equipment; audio & video recording equipment;
Cellular communication equipment; Personal
supplies

Comments:

The Major Case Investigative Team will provide SCTF Region Law Enforcement Agencies
with a cohesive criminal investigative response unit consisting of trained and experienced
Criminal Investigators (Cl) to aid the Agency Having Jurisdiction (AHJ) with the investigation
of major criminal events that overwhelm the capabilities of the AHJ, including suspected acts
of terrorism, criminal mass casualty events or attempts of same.

The team will provide immediate criminal investigative assistance to the AHJ. The Team will
integrate with the command structure organized by the AHJ, including criminal investigation of
the incident by the AHJ.

The Team will assist in a timely manner immediately following the incident, and will ensure
investigative continuity, to turn the investigation over to the AHJ and/or appropriate state or
federal LE authorities to continue the investigation.

The Team should be able to assemble and respond within 2 hours and arrive within the area
of operations within 4 hours. With appropriate relief periods, the Team should be prepared to
be mobilized for up to 96 hours.

NOTE: Personal supplies refer to supplies to be able to self-sustain for 24 hours — hydration,
food, personal care and clothing.

Under all circumstances: Communications must occur between the requesting agencies
and providing agencies to discuss the scope of the assets
requested.




RESQOURCE: MARITIME SECURITY SEARCH AND RESCUE TEAM

ICATEGORY:  |Law Enforcement | KIND: | Teams
MINIMUM CAPABILITIES: TYPE | TYPE Il TYPE Il TYPE IV OTHER
Component | Metric
Personnel 2 Trained Boat [l Trained Boat [Trained Boat ISame as 15 Swift Water
Operators. Operator. Operators. Type llI Emergency
Rescue / PA
2 Trained Crew [1 Trained Crew [Trained Crew HART Force
Members. Member. Members. Protection
i Trained
4 Certified P Certified Officers.
Divers wigear. Divers w/gear.
P Trained Sonarli Trained Sonar
Equipment Equipment
Operators. Operator.
Equipment 2 - 30' Cabin [1-30'Cabin p0'-27 14' -~ 18' Flat |6 inflatable
Boats; Boat; IAluminum/fiberglass Bottom Rescue craft
? Side scan 1 Side scan lJon Boats; Aluminum w/Jet Motors;
Sonars; Sonar; |_ong guns and Boat; Long Dry Suits/PPE;
2 ROVs with 1 ROV with Sidearms. guns and Patrol rifles
Sonar & Sonar & sidearms. and sidearms.
Camera; Camera;
1 Gyrocam 1 Gyrocam
nfrared & Color jnfrared & Color
Camera; amera;
2 long long
guns/sidearms Quns/sidearms
er Boat. er Boat.
Training US Coast Guard; Sea School; Federal Law
Enforcement Training School (FLETC).
COMMENTS: | Under all circumstances: Communications must occur between the requesting agencies and

providing agencies to discuss the scope of the assets requested.




RESOURCE: MOUNTED UNIT

CATEGORY:  |Law Enforcement | KIND: | Teams
MINIMUM CAPABILITIES: TYPE I TYPE Il TYPE Il TYPE IV OTHER
Component | Metric
Personnel 10 officers. 5 officers. K officers.
10 horses. 6 horses. 4 horses.
Equipment All standard mounted police equipment, riot gear|
including for horses), and the adequate number
of trailer/systems for number of horses
Training U.S. Park Police; Royal Canadian Mounted
Police; or Toronto P.D.
COMMENTS: | Under all circumstances: Communications must occur between the requesting agencies

and providing agencies to discuss the scope of the assets

requested.




RESOURCE: TACTICAL INTELLIGENCE TEAM

know.

nature of the incident.

2) All intelligence information will be shared through PaCIC, the Commonwealth’s primary all-hazards
fusion center, and disseminated to state, local and federal authorities who have a need and right to

3) Tactical Intelligence troopers will be assigned to work with patrol members and criminal
investigators as appropriate for the incident.

ICATEGORY: |Law Enforcement | KIND: | Teams
MINIMUM CAPABILITIES: TYPE | TYPE Il TYPE Il TYPE IV OTHER
Component | Metric
Personnel Security Tactical Tactical Intelligence [Tactical Intelligence [Tactical
clearance, [Intelligence Unit, 5-8 sworn law  [Unit trooper trained  [Intelligence
Privacy Section, 42 enforcement troopers fas an Intelligence Unit trooper
training, sworn law trained as Officer and assigned [rained as an
ntelligence pnforcement  [Intelligence Officers o an operational role (Intelligence
kraining froopers trained Officer, and
as Intelligence assigned as a
Officers iaison to the
ncident
icommand
lstaff
Equipment Type Il plus Smartphone, laptop [Smartphone, laptop [Smartphone,
marine units if jcomputer, digital computer, digital aptop
Applicable camera/video camera/video computer
Fecorder, Fecorder,
Lndercover/unmarkedundercover/unmarked
police vehicle, pbolice vehicle,
binoculars, binoculars, monocular,
imonocular or other  Jor other night vision
hight vision equipment as
equipment as appropriate for
| appropriate for ncident
ncident
COMMENTS: | 1) Activities will be closely coordinated with state, local, and federal authorities depending on the

4) Tactical Intelligence command staff will work in close cooperation with the incident commander.

Under all circumstances; Communications must occur between the requesting agencies and

providing agencies to discuss the scope of the assets requested.




RESOURCE: TEMPORARY DETENTION FACILITY

CATEGORY: |Law Enforcement | KIND: [ Equipment
MINIMUM TYPE I TYPE Il TYPE Il TYPE IV OTHER
ICAPABILITIES:
Component | Metric
Personnel 1 Commander 1 Commander [1 Supervisor 1 Supervisor
Commissioned Commissioned {Commissioned (Commissioned
Officer) Officer) Officer) Officer)
4 Lead Workers P Lead Workers b Officers 2 Officers
Sergeants) Sergeants)
1 Properly / Records
30 Officers 15 Officers Clerk
2 Property / Records [l Property /
Clerks Records Clerk
Equipment Prisoner Transport  Prisoner Handcuffs/Leg Handcuffs/Leg
\Vehicle capable of  [Transport rons/Belly Chains  |lrons/Belly
transporting 40+ \Vehicle capable JBlack Chains/Black
detainees. pf transporting Boxes/Padlocks/Keys|Boxes/Padlocks/Keys
8+ detainees.  for 20 detainees. for 5 detainees.
Handcuffs/Leg
rons/Belly Handcuffs/Leg [Flexcuffs for 20 Flexcuffs for 5
Chains/Black rons/Belly detainees; 2 Flexcuff |detainees; 2 Flexcuff
Boxes/Padlocks/Keys|Chains/Black [cutters/2 handcuff  [cutters/2 handcuff
for 100 detainees. oxes/Padlocks keys. keys.
Keys for 50
Flexcuffs for 100 detainees. 1 - 800 MHz radio 1 - 800 MHz radio
detainees; 5 Flexcuff 2 extra 800 MHz 2 extra 800 MHz radio
cutters/5 handcuff  Flexcuffs for 50 fadio batteries batteries
keys. detainees; 3
Flexcuff
5 - 800 MHz radios; pulters/3
10 extra 800 MHz  handcuff keys.
radio batteries
3 - 800 MHz
radios
6 extra 800
MHz radio
batteries
COMMENTS:
Department of Corrections (DOC) Staff will maintain security of vehicles and equipment and assist
Pennsylvania State Police (PSP) with management of detainees. DOC Staff will not be permitted to
carry defensive weapons or firearms. PSP personnel will be responsible for providing any weapons
to include EID, OC, firearms and riot gear. 800 MHz radios will be issued to all Commissioned Officers
and Sergeants.
Under all circumstances: Communications must occur between the requesting agencies and
providing agencies to discuss the scope of the assets requested.




